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Abstract— Virtual Private Networks provide secure and reli- tasks. We begin with SNMP measurement information from a
able communication between customer sites. With the increase in |arge IP VPN service provider. For bandwidth allocation and
number and size of VPNSs, providers need efficient provisioning resizing, we need temporal characteristics of traffic erged

LenC(;]enrlgt:?]Zitr?; to?(ilfg,t\ltgrg:ztgi@s r demand by leveraging a good between pairs of customer endpoints (CEs). Provisionisksta

In this paper we analyze two important properties of VPNs involving maintenance, recovery from link failures, topgy
that impact provisioning - (a) structure of customer endpoint changes, and re-homing customers are better accomplished
(CE) interactions and (b) temporal characteristics of CE-CE if we can prioritize them for the hubs of communication
traffic. We deduce these properties by computing traffic matrice  , he VPN, Recent simulation studies [6] demonstrate this

from SNMP measurements. We find that existing traffic matrix . ii f VPN struct . L Th d
estimation techniques are not readily applicable to the VPN signimcance o structure n provisioning. us, a goo

scenario due to the scale of the problem and limited measurement Understanding of the structure of VPN endpoint interagtion
information. We begin by formulating a scalable technique that is required. Traffic engineering tasks involving core neatwo
makes the most out of existing measurement information and capacity management require good estimates of the sizes
provides good estimates for common VPN structures. We then of customer traffic aggregates, which can be derived from

;Jrffntg'?aﬁgghlnp'qvg,\tlosg?v"’i‘(l:f%rguxi measurement information knowledge of CE interactions, such as the CE-CE traffic

We find that even with limited measurement information (no maltrix.
per-VPN data for the core) we can estimate traffic matrices for Recent advances in traffic matrix estimation techniques [7]
a significant fraction of VPNs, namely, those constituting the provide a starting point. There are important differencethe
“Hub-and-Spoke” category. In addition, the ability to infer the VPN case that prevent us from directly employing existing

structure of VPNs holds special significance for provisioning tasks . . - ) - )
arising from topology changes, link failures and maintenance. traffic matrix estimation techniques: () the scale of the ne

We are able to provide a classification of VPNs by structure and WOrk taken as a whole results in a computationally expensive
identify CEs that act as hubs of communication and hence require and infeasible formulation (e.q2,8 x 105 non-zero elements

prioritized treatment during restoration and provisioning. ina(18 x 103,950 x 103) sparse matrix in our case); (b) per-
Index Terms— VPN, Provisioning, Traffic Engineering, Traffic VPN traffic information is not available for core networkKm
Matrix Estimation resulting in a lack of sufficient measurement informatian);q

shared core network infrastructure with only aggregatffi¢ra
counts for core network links introduces dependencies gmon

Vi | Pri K | hthe many VPNSs that share those links.
irtual Private Networks (VPNs) serve as a popular mecha- Each of these issues assumes significance when we observe

nism to provide secure connectivity among customer sites [, yith continual growth in the number of VPN customers,
With increasing popularity of IP VPNs for enterprise nélg,o gcale of the problem increases. Obtaining fine-grained
working solutions, providers are faced with new challeng&siahie measurement information becomes much hardes Thu
In_provisioning and operating a complex and growing VPNq first evolve a scalable technigue to compute VPN traffic
infrastructure. ) i matrices and then examine how to deal with the lack of
In the presence of accurate information about custoM@iticient measurement information. Specifically, we exemi
traffic profile and available network resources, a provider Cpa; characteristics of VPNs can be reliably estimated with
make accurate provisioning decisions while ensuring Serv'existing information. In doing so, we are able to provide

Level Agreements (SLAs) are met. However, in reality it i§qniouanle techniques for improving the existing proviiiig
hard to specify customer traffic statistics accuraglpriori. infrastructure. Additionally, our observations can seagea

Existing architectures (e.g., the Hose Model [3], the PR ;ije tq enhancement of existing measurement infrasteictu
Set model [4], [5]) for scalable VPN services rely on adaeptlvfor maximal gains

provisioning strategies that require a good understanding We begin with an estimation technique that employs ap-

VPN characteristigs, to a"‘?id provisiqning for peal§ demﬂndproximations to break the network-wide traffic matrix pretol
These m_odels deliver mult|pIeX|r_19 gan by leveraging the fainto several smaller independent per-VPN traffic matrixipro
that traffic tIJe_tween VP'T' endpcr):n.ts IS Oﬁﬁn noﬁ meshed. oms. These approximations are driven by exploiting distin

Our goal is to develop te],:c nIQUEE that allow a seviggq,arties of VPNs. We demonstrate that despite insufficien
provider to learn properties of VPNs that impact provisimni j¢rmation, we can learn VPN characteristics discussed@b
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SNI\/ISF”\I nglggoe[un;iu?nqerva| %EEZIEEE;%%PE;Egﬂ: haye been solved in many fieldg of engineering and science:
VPN Size Range 10s to 100s CEs seismology, astronomy, geophysics etc. [13], [14], [15isEx
Number of PE-PE Links ~ 6000 ing research indicates that some kindsafe informatiormust
Duration of data examined 5 months be brought in while solving such linear systems in the form
TABLE | of an additional term in the optimization objective. Such a
DETAILS OF SNMP INFORMATION regularization strategyguides the optimization problem in its

choice of the traffic matrix that might provide a good solatio

measurements for the access link to a hub site or the coadrad® the problem [16].
bandwidth (Committed or Peak Information Rates) are notZhang et al [7] develop a regularization method tailored
enough to identify a site as a hub. We evolve thresholdiﬁ@r traffic matrix estimation. Their method incorporate® th
techniques that leverage traffic matrices to characterigitgea 9ravity model solution so that the optimization simultansly
as a hub. We employ synthetic and measurement-based val@f§empts to minimize the error from observed link counts and
tion to understand the limitations of the estimation teqhei the gravity estimate. They demonstrate that the gravityehod
in the face of imperfect information. estimate for the traffic matrix provides a good starting poin
First, we find that VPNs that exhibit a Hub/Spoke structurdd hence propose to opt for the Kullback-Leibler divergenc
can be efficiently handled. Such VPNs feature many “spok€f the gravity estimate from the variables being estimated a
nodes that communicate with just the “hub” nodes (typicalf?€ regularization functionak(V-A).
one or two ). We then employ traffic matrix estimates to obtain The problem treated here is closest to [7] in that, we adopt
a classification of VPNs by their structure and show that Multthe same regularization technique. However, comparedeto th
hub/Spoke VPNs indeed constitute a significant fraction. \&order Router (BR) traffic matrix obtained in [7], the scafe o
present analysis of Multi-hub/Spoke VPNs to show that matie VPN problem is much larger. The computational expense
of them in fact feature two hubs as part of a dual-homddievents us from solving for a single network-wide problem
site. For the SNMP data analyzed in this paper, we show tH#thich is the case with BR traffic matrices). Instead we ewolv
traffic matrices can be accurately computed for a significa@PProximation techniques that exploit the structure of ¥PN
percentage (about 57%) of the VPNSs. and break the problem down to many per-VPN problems. In
Exploiting the higher accuracy in estimates of traffic matrddition to problems with scale, the measurement infonati
ces for Hub/Spoke VPNSs, we then study temporal character@@ilable with VPNs is aggregated across all VPNs and per-
tics that affect bandwidth allocation tasks. We observblsta VPN information is very often unavailable (in contrast, the
CE-CE traffic trends across weeks, and slowly varying tren8& traffic matrices can exploit fine-grained NetFlow data).
across months. This lends support to bandwidth allocatibtence it is not straightforward to gauge the correctness of
strategies that might attempt to learn characteristics tive. the traffic matrix estimates in the case of VPNs. We evolve
The combination of algorithms and measurement obsér-Set of guidelines to help understand the applicabilityhef t
vations we present demonstrates the feasibility of adaptigstimates and demonstrate how to obtain the most out of the
provisioning. Despite the limited nature of available meas Coarse-grain information available in the case of VPNgites
ment information, we demonstrate that our techniques can ®fethe prohibitive scale of the problem.
applied to a significant fraction of VPN customers implying Our work complements recent theoretical advances in de-
an overall enhanced operational efficiency. signing optimal reservation trees for provisioning VPNg][1
The rest of the paper is structured as follows. We discub8l: [19], [20]. Algorithms for computing reservation &g
related work in§ll. §l1l describes measurement information. Acan benefit from up-to-date estimates for pair-wise banttwid
traffic matrix estimation technique is presentediid. Using requirements for nodes in a VPN. Simulation studies [6]
synthetic inputs and SNMP data we validate the efficacy of tiidicate that there can be significant benefits in incorporat
estimation technique i§V and§VI. We employ the technique ing traffic matrix information as a consequence of strudtura
to understand VPN structure and temporal characteristicsroperties of VPNs.
gVII and §VIII. We conclude ingIX.

I11. M EASUREMENTINFORMATION

Il. RELATED WORK In this paper, we present results from our study of measure-

A traffic matrix provides the volume of traffic betweenment information from a large VPN service. Here, we provide
source-destination pairs in a network. Such matrices haga b a brief description of the data available from the service. |
computed at varying levels of detail for IP networks: betweeaddition to helping us understand the results in the next few
ISP Points-of-Presence (PoPs) [8], routers [7], IP prefi9gs sections, this is also meant to be representative of the diind
using indirect tomographic techniques [10], [11], [12].€ibe information that is typically at the disposal of today’s\see
problem of estimating traffic matrices can be highly undeproviders.
constrained: for a network withv source-destination pairs Fig. 1 shows the points in the network where SNMP
we needN? demands to be estimated. However the numbareasurement information is available. Aggregate byte tsoun
of pieces of information available is typically much smalflef over one hour intervals for each provider edge (PE) to PE
the order of number of links in the network). For larlye the link are collected by SNMP (Table I). This count represents
problem becomes massively under-constrained. Such pnsblehe number of bytes transmitted on the PE-PE link duallto
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1 IV. TRAFFIC MATRIX ESTIMATION AND CLASSIFICATION

There are multiple uncertainties to overcome while provi-
sioning the network for the aggregate capacity needed for th
VPN service. Some of the factors a carrier may not know
precisely, a-priori, are;

: : : : : o The amount of traffic generated by any given source of
° T umber of PEs toushed by A VEN 0 the VPN. We may only have the peak rate specification
available.

Fig. 2. CDF of number of PEs touched by a VPN « The proportion of the source (hose) traffic received by

VPN customers sharing that link. By PE-PE link, we mean a any given link in the network.

logical link like an MPLS tunnel. In the current dataset therOften, a new VPN may be admitted with very little informa-
was SNMP information for such logical links for every paition being provided by the customer other than peak access
of PEs. The other set of SNMP data available is for the trafff@pacity requirements. To guarantee the SLAs requester, th
for each customer endpoint (CE) to PE link in the form of @ need to ensure that adequate resources are available.
aggregate byte counts over 15 minute intervals. The CE-Rfaderstanding the “structure” of the VPN helps us to more
link is the dedicated access link for the VPN customer argfficiently provision the capacity in the network, and adapt
the traffic observed on that link is due only to that CE.  the capacity to changing VPN requirements. By structure, we

As one would expect, the SNMP characteristics demonstré'{gan the spatial distribution of the traffic flows between the
weekly and daily cycles. As noted in [1], there is a mean abOEl erent iOLr:I’CGS. andhdgstmjtlonsk of the VPNH ITor example,
which the variations of traffic magnitude are seen, indigati n.0W||ng It ere IS a hub-and-spo he structurE €Ips In appro
that there is a certain amount of predictability in the tcafiie priately provisioning capacity in the network since an end-

see stable trends in time-of-day variations across theipfeilt point_ that is a spo_ke m a pure “hgb-and-spoke” VPN__ \_NOUId
weeks of data examined require capacity primarily between it and the hub. Provigig

An i tant factor infl . his the si without knowledge of the VPN structure could result in a
f tr? importan ?C or mf ltjﬁ ncing t()) ur apdpro_ac f's te SIZ& bstantial amount of wasted resources.
ol the service In terms of the number and Siz€ Of CUSIOMETS ) in¢ar the structure of a VPN and to achieve efficiencies

tt'ﬂ?ough adaptive provisioning, we need to examine the way

problem. Fig. 2 shows the distribution of number of PEs th stomer endpoints communicate with each other. In other
receive traffic per VPN. This measure indicates the number\ﬁ rds, we need good estimates of the VPN traffic matrix
links that traffic from a given VPN might influence. If there ’ '

are N PEs that the CEs of a VPN communicate with, there o _

can beO(N?) PE-PE paths that have to be factored in th@. Estimation techniques

estimation formulation. These PE-PE paths also carry ¢raffi Inferring traffic matrices from link measurements can be
from other VPNSs. Similarly the size of the VPN customerkighly under-constrained: witlV nodes in a network, the
is an important measure of the scale of the problem. Fig.nBimber of traffic demands to be estimated A& while
gives the distribution of number of endpoints per VPN. Thihe number of equations we have is only proportional to
distribution shows that while there are a lot of small VPNghe number of links. As discussed Kil there are several
there is a significant fraction with sizes in the tens anapproaches to solving such under-constrained problems. Tw
hundreds. In the absence of per-VPN traffic information onpopular approaches are the gravity model approach and the
per-link basis (as is the case here - the traffic counts foPEE-information theoretic approach. We employ both.

logical links are aggregated across VPNSs), the estimataan h Denote the total traffic from the network to an endpaint

to account for all pairs of CEs as potentially communicatingy N (s;) and the traffic from that endpoint into the network
peers. The gist of these observations is that the scale of the N°“!(s;). Each element of the traffic matrix indicates
problem at hand is considerable. the amount of traffic from source; towards destinationl;,




denoted byN (s;,d;). The gravity model attributes a portion P Trm——

of N*"(d,) received byd; from each source; in proportion on PE-PE paths fromPE1 is

to the size of N°“(s;). The underlying assumption is that =

the amount of traffic generated by is independent of that @

generated byl;. Thus the following relationship is used: [7] >N
B Nout(si)Nzn(dj) 1 -

> kg N (1) @) 7~ \{PE Rsecat 0l

While the gravity model is simple, it is known to be less e
accurate in the presence of additional information. One of
the methods recently proposed [7] exploits what is generall
termed strategies for regularization of ill-posed problems
Accordingly, a penalized least-squares approach is formulated
as:

N(S“dj)

Customer 2 Endpoints don’t
Communicate with Customer 1

ming { ||y — Ax||> + X2 Z %log (ﬂ) 2)

E:gn>0 9k Fig. 4. Schematic indicating the structural aspects of VPiNg tead to

additional equations in the Traffic Matrix estimation prohle

Here,x is a vector of elements,,, such that for each variable
N(s;,d;), there exists an unique,, representing it, with the
constraint that:;, > 0. Each elemeny,. in vectory represents
the traffic measured for link, 7 is the total traffic in the
network, andgy, is the gravity estimate for; obtained using
Equation (1).4 is the routing matrix which relates variables
appropriately - for eachy, representingV (s;,d;), A(l,k) = 1
if traffic from s; to d; traverses the link;.

In the present contexk; andd; would correspond to the

path from a CE to another CE consists of two segments: a)
an access segment (between the PE and the CE) where there
is traffic from this VPN alone, b) a core network segment
(link between two PEs) which carries traffic multiplexed
across multiple VPNs. Typically, we have aggregate SNMP
information for each of these segments. Thus we need to infer
what part of the PE-PE aggregate traffic is attributable & th
VPN being solved for, at each step. But there is not enough

VPN customer endpoints. The set of variab¥egs;, d;) would information to deduce this quantity. Instead, we introdace
be defined for eacls; dz.) that are part of thg sjame vpN Pound on the contribution of a particular VPN to the measured
(2 Rad] 1

since an endpoint communicates with another endpoint orﬁyll:",PE link trf"‘ff'c' ) ) .
ts Fig. 4 depicts the constraints we arrive at, by exploiting

if it is a part of the same VPN. Enumerating the constrain ) X
gﬁe structure of VPNs. We consider the set of all CEs in the

for all VPNs in the network would give us the equation i ) , ;
denoted by Equation (2). Thus the following would be th¥PN that can _possubly transmit along a given PE-PE link. For
set of equations forming the system: example, in Figure 4 for the PE1-to-PE3 link;; and Ci2

1) Nout B Nis. do) f h are the only endpoints of Customer 1 that offer traffic. The

2) n (si) = Zy‘ (sis j)’f or eac;] dsou.rcez: total output from those CEs provides a loose upper bound on

) N™(dj) =3_; N(si,d;), for eac feSt'na;'gEéi PE link the contribution of that VPN to that PE-PE link’s traffic.
3) g]gpi’“é%;gr{](mp)El:ék}aé\;(lsi\;vije)r’e?;(jizﬂ C(-)ntailnns Thus, for every PE-PE linlPEy; which is used by a VPN
ki 9 ' k v, we introduce an equation that relates the traffic on thét lin

(Z}J:) for every s; routed t(_)dj through the "nkP_Ekl N(PEy), and the traffic between CEs that traverse the link:
In reality, the problem described in Equation (2) is too big

and computationally expensive to solve. For instance, Her t N(PEw) = Z N(si,dj) + crl
measurement data analyzed here, we have a sparse routing {(4,4) €My }

matrix (A in Equa_tion (2)) ofdimension@8x103,950x103)_ where I, contains(i, j) such that(s;,d;) € v ands; is
approximately, with abqtﬂ.8><1()6 non-zero elements. In this " toiix through the PE-PE IinIPZJ;ka and ey > 6 is
paper, we evolve a variant of the above estimation techsquge dummy Jvariable. The valuey, is now ’indicative_of the

to reduce the size of the problem so that the traffic matrices .o\ o of all the other VPNs to the observed PE-PE
can be quickly computed. traffic N(PEy;). The traffic represented by the first term of

the RHS in the above equation cannot exceed the contribution
B. Estimation of VPN Traffic Matrices of the relevant CEs of this VPN. Thus we can substitute

Although many VPNs share a common core network, i (PEki) bY 3= iyem,,y N (si) as a loose upper bound
two endpoints belonging to different VPNs communicate witgs discussed above (Fig. 4). Now, we have an equation with
each other. This lends a kind of separability to our problefhnéw dummy variable;; > 0 as:
and hints at a possible strategy to reduce its size. Instéad o out
solving the problem for all VPNs as part of a single network, Z N7 (si) = Z
we propose to compute the traffic matrices for each VPN {G)etlis} {G)etlis}
independently. In order to do this, we need data on a pdris equation focuses on the traffic related to a particuRNV
VPN basis to construct the problem as in Equation (2). The The summation inV(s;, d;) signifies the traffic froms, to

N(si,dj) + ¢y (3)



PE1->PE2 links with less traffic than total output of CEs of given VPN on PE1
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Fig. 5. Fraction of PE-PE links where traffic from CEs of a VPN@PE Fig. 6. CDF of the spread of spoke sizes from SNMP data for Sipdke
is greater than the PE to PE measured traffic VPNs

d; on a given PE-PE linkPEy,;, whereas the left hand sidevery hard to capture the nature of measurement noisgVin

includes all traffic generated by the GEof the VPN attached we supplement the synthetic validation with indirect cteeck

to PEE. on results with SNMP data to confirm that the estimation
Here, we have only used the CE-PE traffic information ari@chnique does indeed yield reliable estimates.

not the PE-PE information. Sincg,; i cp,.y N7 (s:) is

traffic sent towards the CEs of VPNattached to many other A. Synthetic Validation

PEs, it is possible that this is greater than the observéfittra \ve examine the performance of the estimation technique by

on a given PE-PE link. In such cases the PE-PE observigdding input data derived from synthetic traffic matricEise

traffic serves as a tighter constraint. Fig. 5 quantifies “’Wput data involves aggregate byte counts of the links tsaa

significance of this constraint for large VPNs. The figurgy the VPN. To validate the estimation technique, we examine

shows that in a set of (30) large VPNs we examined, thefige error in the estimated traffic matrix compared to theactu

are more thar30% of PE-PE links traversed by the VPN such e are interested in examining whether we can reliably

that the measured PE-PE traffic is less than the total oufputfeduce certain VPN structural and temporal charactesistic

CEs of the VPN incident on the relevant PE. ~ despite the lack of per-VPN information for all links invel.
Thus we can incorporate an additional piece of informatiomyr strategy is as follows. Recognizing that the traffic matr
the PE-PE traffic, to make the LHS tighter: is induced by the underlying structure in the VPN, we begin
min{N(PEwu), Z N (s,)} = Z N(ss, dy)+ll by assuming a structure of the VPN and generate synthetic

input data. E.g., in the following paragraphs we begin with
(4) the Hub/Spoke structure to generate synthetic inputs. df th
We are now in a position to solve the traffic matrix problerastimated traffic between the hub and spokes agree with the
for each VPN separately. The introduction of a loose boursgtual and if the hubs are correctly identified, we conclude
instead of the actual traffic due to the VPN on the PE-Phat the technique can be relied upon for inferences reggrdi
link will introduce inaccuracies in the estimated matrir. | Hub/Spoke VPNSs.
the succeeding section we show that these inaccuracies ar@s it will be clear in the later sections, the Hub/Spoke
tolerable for purposes of a structural study of VPNs argiructure is the one that most commonly occurs among VPNSs.

{(4,5)EMEy } {(4,5) €My }

provisioning decisions. We characterize such VPNs with the following parameters:
1) Size of the VPN
V. VALIDATION OF ESTIMATION TECHNIQUE 2) Number of Hubs

To verify the accuracy of the traffic matrix estimates, we 3) Spread in size of Spokes - the standard deviation of
could measure the actual traffic matrix and examine errors. traffic exchanged between a spoke and a hub normalized
Because we have hundreds of customers each with tens or by its mean.
hundreds of endpoints, the task of building a reliable measu 4) Maximum number of CEs of a VPN homed on the same
ment architecture is formidable (hence the aggregate eafur PE (‘cluster size”).

SNMP data). We vary these parameters over a range of values that
One option for validating the traffic matrix estimates is tare found to be relevant to the typical VPN as seen in
generate synthetic traffic matrices and feed it as input totlee measurement data. Thus we examine VPNs of size at
program that computes aggregate link traffic counts for tmost 15 which covers about 80% (see Fig. 3) of the sizes
VPN. We can then evaluate the performance of the technigioeind in the data. We examine results for one and two hub
by comparing estimation results computed using these liMPNs exploiting an observation presented in a later section
traffic counts with the original synthetic traffic matrix. classification of VPNs that 95% of the multi-hub VPNs feature

A disadvantage of this approach is that real measuremernubs (Fig. 7). With reference to Hub/Spoke VPNs, increased
data can be different from generated data. Due to the variefriation in the traffic volumes observed from a spoke can
of possible errors in the process of collecting informatibis  make it harder for the estimation technique to identify thb.h



CDF of number of Hubs in Multi Hub/Spoke VPNs
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2) Generate a Gaussian random numbger~ (u, o) for
each spoke, wherer; represents the spoke traffic.

| 3) R 1

4) R gives the traffic attributed to the hub
In order to implement the maximum cluster size, we use
Eor | a uniform random variable as follows. Given a maximum
number of CEsn that can be assigned to tiit¥, we generate
an integer random number ifi, m) for each PE. The CEs

0.92

1 are assigned to the PEs sequentially till all CEs have been
assigned. We summarize the procedure below:
B e S S S 1) Set max number of CEs of a VPN per PErassize of
Number of Hubs (x) VPN aSSz
Fig. 7. CDF of number of hubs in multi-hub VPNs 2) Seti «— 1 (CE index),j < 1 (PE index)
3) Generate an integer random number ~
N CI?F of n|‘meer ?f CEs (‘)f the s?me VI?N per PE UnifOTm(l, m)

4) Setr «— min(i+r—1,s2)
5) AssignCE;,CE;y1...CE, to PE;, seti —r+1
6) If i <sz, setj«— j+1andgoto3
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Fig. 8. CDF of number of CEs of the same VPN on a given PE

Fig. 6 shows the CDF obtained from the measured SNMP data

by computing the deviation in the traffic volume across spoke

for all Hub/Spoke VPNs (the methodology for classificatidn o N

VPNs is discussed in the succeeding section). The deviation °° % WxscésotavPNonanygvenPe

has been normalized by the mean. We use standard deviation

to mean ratios of 1, 1.5 and 2 to examine the effect of spre 'Q. 9. Errorin estim_ated traffic matrix increases with insegh clustering
. . of a customer’s endpoints on a PE

of spoke sizes on accuracy. A ratio of 2 covers about 85% of

the observed deviations.

The other parameter which we incorporate is the number Variation in Hub<->Spoke Traffic Volume and Accuracy
of CEs of a VPN per PE. For a given VPN, the higher the
clustering of CEon a PE, the lower the number of equations
at our disposal for the same number of variables. Thus it is
important to see how accuracy is impacted with typical eust
sizes. Thus the number of CEs of the same VPN that are
clustered on a given PE are varied from 1 to 4 to cover about
80% of the cases seen in the measurement data (Fig. 8).

1) Methodology: The generation of a synthetic sample
involves generating numbers that represent aggregates byte s
transmitted and received at each CE and how they are split'&%
among various other CEs of the VPN. For a Hub/Spoke VPN ~ °* s
we first generate the data observed for the spoke nodes and o5 1
then sum them up to obtain the data for the hub node.

In the results presented here, we use a mean of 1 MB fog. 10. Effect of cluster size with varying spread in spokees for VPN
the aggregate bytes transmitted and received at each CE thglfzzize 10. Smaller VPNs are affected more by increase in sgreagoke
a spoke. We set the standard deviation for spoke traffic using
the CDF obtained from the SNMP data. The specific value 2) Single Hub VPNsWe begin our evaluation on estima-

of the mean has no impact on the results. To summarize &, error by examining the effect of the number of CEs of
procedure: a given VPN incident on the same PE (clustering). Recall

1) Set mean: and standard deviatiom for spoke traffic  that each link traversed by the VPN gives us one equation

o
©

Ratio of Estimated/Actual Traffic Matrix

°
)

T T T T T T T T
m  Spoke Spread = 1|0
* Spoke spread = 1.6
- | O Spoke spread = 2.0

Estimated/Actual Traffic Matrix

0.75|

1.5 2 25 3 35
Max # CEs of a VPN on any PE



Effect of Variation in Spoke Size on Accuracy % VPNs with multiple hubs ~ 18%
% Multi-hub VPNs with 2 hubs| ~ 95%
% of 2 hub VPNs dual homed | ~ 40%

M VPN Size = 1 1 ~
% Voneweo1d % of all VPNs analyzable ~ 57%

T | TABLE I
MULTI-HUB VPNS AND DUAL HOMED HUBS

% majority of the Multi-hub/Spoke VPNs feature only two hubs
(Fig. 7). Further, among these two hub VPNs, 40% have both

- | the hubs homed on the same PE indicating that they are in

the same facility. Such dual homed hubs act as one unit with

spoke traffic being load balanced among them. In essence, the

04— . 1‘_55 . PR analysis in the previous section indicates that traffic xatr
eriation in Fub->Spoke Traffc Yolume estimates will be accurate for these VPNSs. Utilizing theiltss

Fig. 11. Size of the VPNs and clustering of CEs are more inflabmtrt  Of classification of VPNSs (to be discussedivill) we see that

the accuracy of the TM estimates. about 57% of all VPNs can be accurately handled with our

relating the traffic matrix variables. Higher clusteringugh Proposed estimation techniques (Table II).
gives us fewer equations for the same number of variables#) Multi-hub VPNs without dual-homed hubshe remain-
causing higher errors in estimation. Further, a given etusting type of Multi-hub VPNs are those that have two or more
size has greater impact on estimates if the size of the VPNNgbs where the hubs communicate with different subsets of
smaller. We employ the ratio of the estimated traffic matpix tCES in the VPN. Unlike two-hub VPNs with dual-homed hubs,
the actual as a measure of the error - the closer the valuethg hubs in these VPNs do not appear as a single entity to the
one, the better the estimate. Fixing the spread of spoks sig@okes. These hubs are possibly geographically spreashdut a
at 1, Fig. 9 indicates that while the standard deviation ef tfieature distinct sets of spokes communicating with them.
error increases for higher clustering, it is around 10% esten We found that the estimation technique cannot provide
higher cluster sizes for the larger VPN. From the perspectiteliable results in such VPNs. A typical example would be
of PE-PE bandwidth provisioning, even the errors at highehere a subset of CEs transmits zero bytes to one hub and
cluster sizes are often tolerable. Even if higher accuracy dll bytes to a second hub. Due to the absence of per-VPN
desired for provisioning, other tasks (maintenance, mihg information on the PE-PE links, the estimation technique
etc.) can take full advantage of the traffic matrices that was no way of discovering whether a given CE has indeed
derive here. transmitted to another CE. The traffic matrix estimate for a
On the other hand, varying the spread (standard deviatigiyen CE pair is driven in part by their traffic volume and
of spoke sizes for the smaller VPN, shows that accuracysufféhe equations for aggregate link counts. Hence, the estimat
with increasing spread (Fig. 10). This is due to the factifat Pprocedure gives a non-zero estimate so long as the traffic
smaller VPN, increased variation in spoke sizes can tremslyolumes from the CEs are non-zero. In the Hub/Spoke case,
to some of the spokes being comparable to the hub. Lardeis does not drastically affect the errors since the sizthef
VPNs are less susceptible to such variations in spoke sizBgb is very large relative to spokes.
Fig. 11 confirms this observation by depicting the effect of 5) Validation for Large VPNs:We have examined results
variation in spoke sizes with increase in VPN size. for hub/spoke VPNs, which are the typical cases reflected in
Thus the synthetic validation points to the following obsethe measurement data. There are some aspects of the traffic
vations: (a) the estimates are reliable for Hub/Spoke VPNgat aid in solving for large VPNs. We find that not all CEs
over a significant range of parameter values covering a n@mmunicate in a given measurement interval. The result is
jority of such VPNs; (b) with smaller VPN size, the spreathat the number of variables to be solved for reduces to & larg
of spoke sizes and cluster size can impact the accuracyeatent (since they are known to be zero).
the estimates; (c) estimates for larger Hub/Spoke VPNs areFig. 12 shows the CDF of fraction of CEs that featured non-
resilient to variations in cluster size and spread in sp@®&ss zero output bytes in the SNMP data for small, medium and
and hence are better. large VPNs (lower, middle and higher 33%e-ile). The figure
We elaborate on hub identification §v-A.6 and §VII. shows that in small and medium sized VPNs, 70% or more
3) Two-hub VPNs with dual-homed hubb general the of the CEs feature non-zero traffic with probabili®y8. For
evaluation with synthetic data indicates that, with camesis the large VPNs, we see 70% or more of the CEs transmitting
input, the accuracy of estimating the traffic matrix is vergome data with probabilitg.65. This means that with larger
good in the case of Hub/Spoke VPNs. These conclusions ald8Ns, there are more CEs that transmit no data in a given
apply in a limited sense to multi-hub VPNs where the multiplgterval, leading to simplification of the system to be sdlve
hubs act as one unit with a load-balancing entity presergting Coupling this with observations ifV-A.2 which showed
single interface to the spoke nodes. In such cases, if the htiat estimates for larger Hub/Spoke VPNs are resilient to
are considered as one unit and traffic matrix variables d#fingpread in spokes and a range of cluster sizes, we see that
accordingly, these conclusions apply fully. traffic matrices can be expected to be more accurate in
An analysis of the measured SNMP data shows thatlaxger Hub/Spoke VPNs. We have not performed the synthetic

1.6 ‘ ‘ ‘ ‘ I ‘ ‘ ‘ T

g
»
T

=
N
T

.ﬂ
.
— —

o
©

Ratio of Estimated/Actual Traffic Matrix

o
=)




Fraction of CEs with non—-zero output bytes (CDF)

technique is preferable over an alternative that considers
the Committed or Peak Information Rates (CIR/PIR), or
just the total traffic volume for the CE. This is supported
by the following measurement-based observations:

« An examination of CEs and the CIR or PIR value
(Table Il) indicates that a significant fraction of the
nodes with the maximum CIR or PIR are not nodes
with the most peers (approximately 28% in the case
of pure Hub/Spoke VPNs do not have the maximum

o1 o . B CIR or PIR).
e R e T T « Traffic volume entering or leaving the nodes that
Fraction of Customer Endpoints are hubs is not symmetric. Hence it is not possible
Fig. 12. CDF of fraction of CEs featuring non-zero outputesytonfirms to rely on either or both these measures to judge
bigger hub/spoke VPNs have more CEs with zero output byteis. ffirans whether a CE is a hub. This is indicated in Fig. 13
that accuracy of estimates for bigger Hub/Spoke VPNs is bette which shows that roughly 80% of the Hub/Spoke
% VPNS where Tiode VPNs feature hubs where the number of bytes
VPN type with max peers had: entering the hub differs from the number of bytes
Max CIR | Max PIR leaving the hub by more than 10%.
Et’,f,j ,:';‘Efﬁgg';ﬁ ;3:421 $$jj 3) Multi-hub and other VPNsClearly more data is needed
Hybrid 49.5 423 to reliably analyze multi-hub VPNs and other complex
TABLE Ill structures. With the current data, one could obtain the
RELATION BETWEEN CIR AND NUMBER OF PEERS traffic matrix and use it only to obtain an approximate
set of hubs.

validation for larger VPN sizes here (which are the top 20%
in the measurement data) since it is hard to generate atrealis ~ Y!- COMPARING ESTIMATES WITH SNMP DATA
data-set. We now examine SNMP data to complement the synthetic

6) Significance of observations: validation in the previous section. We obtain traffic matrix

1) Clustering of CEs of same VPNVhile provisioning a estimates and aggregate them on a per-link basis to compare
VPN, the provider usually attempts to reduce clusterin@gainst SNMP measurements. We begin with a set of sanity
of CEs onto a PE so as to reduce the risk of outagéecks on the data set.
for the customer. This bodes well for measurement
techniques that have to work with limited informationa ~ cleaning the dataset
as indicated by the results in the previous sections.

2) Identifying a hub:Since the size of the hub is very
large compared to the spokes in a Hub/Spoke VPN,h
thresholding criterion can be reliably used to identify th
hub. Given the traffic matrix estimates for a CE towar

Given the large-scale nature of the data that is being
ndled, it is natural to expect errors and inconsistenoidse
gollection process. It is very important to remove samphes t

re a manifestation of such errors so that we can understand
all other CEs, we can form a set of its peers by prunint e performance of our algorithms c_IearIy. In (_)rder to c_IEham

all CEs toward which estimates are comparable to erro gtaset, we take recourse fo certain properties a valicselata

in estimating the traffic matrix. The node with almosfUst satisfy:

all CEs as peers would be the hub. Such a thresholdingl) Noting that CEs in a VPN receive traffic only from other

Comparison of traffic entering and leaving hubs CEs in the same VPN, we observe that whatever data
any CE receives must come from a member of the VPN.

Thus, the total bytes received by the CEs should be less

than or equal to the total bytes transmitted by the CEs,

60%|- - in the same VPN.

2) For any given PE, the total bytes transmitted into the
network should be less than or equal to the total bytes
offered by all the CEs (of various VPNs) attached to
the PE. This is considering the fact that a PE does not

ol | generate data.

3) For any given PE, the total bytes transmitted toward CEs
attached to it should be less than or equal to the bytes

0% gl —— ‘ : : ‘ s it received from the network.

0.1 ‘ 0.15 0.2
75th %ile value of abs(1 - bytes_in/bytes_out) . . .
’ In reality a fraction of our dataset does not strictly confor

Fig. 13. CDF of75!"%ile ratio of traffic entering a hub to the traffic leavingt0 all these rules. We had to relax the rules so that we have
a hub for Hub/Spoke VPNs a good number of samples to work with, while still being

80%,

40%[— =

Percentage of VPNs




Comparison of Estimated PE-PE traffic and Observer d SNMP data
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Fig. 14. Comparison of estimated CE output bytes with thatvddrirom traffic volume
SNMP
. . x 107 Comparison of Estimated PE-PE traffic and Observed SNMP data
confident that the samples are meaningful. The strategy we =~ ——
use is to allow a range of error - we consider 10% error to be 1} e
tolerable here.

Additionally, each VPN is a geographically spread out
entity. This means that measurements are usually not time
synchronized and are sometimes absent due to problems with§
polling and dropped packets. Some error cases are handledf °|
by the measurement modules and are indicated in the data. °f
Such samples are discarded and the rest of the samples are «-
subject to the above tests. Depending on the objectiveseof th .|
analytical exercise, the threshold for error tolerancelmaset A S N U S SR S S S S
to a different value. R 1

raffic (Bytes)
H
o

o

Fig. 16. Estimated traffic vs Observed traffic for a PE-PE lirikhvhigher

B. Validation with SNMP data traffic volume features better accuracy; estimates mimic thpeshad order
of the actual traffic in all cases

In §V we could test the accuracy of traffic matrix estimate

by comparing them with the actual synthetic traffic matriatth EE to CE path consists of a core network segment where

was used to generate the test input. The SNMP measurenig shared among multiple VPNs. I_3y summing .Mksi’dj) .
9 P \éﬁables of a VPN that traverse a given PE-PE link, we obtain

data on the other hand does not provide per-VPN informatiolr, . o . .
i.e., we do not know the actual traffic matrix for the VPN%Ne estimated contribution of a VPN to a given PE-PE link.
bei’ng analyzed. From the resultsif we know that estimates e then consider all VPNs that share this link and repeat the

are reliable for a large fraction of Hub/Spoke VPNs. We first2me procedure. Summing across all such results across, VPNs
e obtain the estimated PE-PE traffic and examine it with

examine indirect means of confirming this conclusion. Thi¢ . . . .
involves looking at the SNMP measurement of CE-PE lin ference _to SNMP data. F_'g‘ 15 depl_cts a PE'.PE link with
wer traffic volumes and Fig. 16 for higher traffic volumes.

traffic and comparing it with the estimates. We then comp f PE-PE trafi timat d for linkis wit
the observed PE-PE link counts with traffic matrix estimate, € accuracy o ) raflic estimates reduces for finks wi
keeping bandwidth provisioning in mind. ess traffic. The errors are markgdly less for links with leigh

1) CE-PE link data:Fig. 14 examines the CE-PE aggregatgamc as depicted in Fig. 16. This is due to the fact that the_
traffic. The traffic matrix estimate provides us with value§'ors In SNMP mt_aasurement become comparable to traffic
for all variables N(s;, d,). Thus for a givens; if we sum volume of smaller links. However, both graphs show that the
the variablesN (s; df)’ fi)r all d.. it should gi\;e the CE-pE ©Stimated numbers follow the same pattern of variation @s th

(2ie¥] 7 i i
link count for s;. We compute traffic matrices for each houFneasured numbers in tlmg over. a cpmplete day.
Reasonable accuracy in estimating the aggregate PE-PE

of the day across 105 days and plot the sum of 9a&" anis ab : Sl
percentile values of the relevani(s,, ;) values for a small links has implications for bandwidth provisioning taskgp
j core capacity provisioning involves a factor of edgf

and large VPN. The plots show that the mean plus four tim&&!lY, C /
the standard deviation of the observed SNMP measurem estimates to drive such a task need not be exact. A factor
agrees closely with thes!" percentile values obtained from©f 2 error in the estimate is usually considered tolerablghW

the estimates. This means that the results of estimation 4} 90al in mind, we repeat the PE-PE validation procedure

accurate in the aggregate, as we would expect given the M@ approximat(_ely 700 links anq obtain Fig. 17. This figure
the optimization formulation was built. indicates the ratio of the TM estimate to the observed PE-PE

2) PE-PE link traffic: We now compare the traffic on pE-SNMP traffic for various link volumes. We note the following

PE links based on the estimated matrices to measured SNfgn this graph:
data for the traffic on these links. As noted previously, the « For a large number of links, the estimated PE-PE traffic
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Fig. 18. Structural classification of all VPNs

destination side. Now (@) and (c) are part of the constraints
Fig. 17. The error decreases when we look at links with lavgptume in the optimization formulation. So any solution that has th
C ! roperty that the variables sum to the observed access link
is within 50%_ O,f thg SNMP observed traffic and r_nosgggregate may be acceptable. Now, consider the case when the
of the cases it is either close to the SNMP quantity ®E-PE link counts match reasonably. If there are a number of

gr_eaf[fe_r. d imation h ‘ d 25% CEsof a given VPNattached to a PE, we might still have errors
« Significant under-estimation happens for aroun % B estimation - we could assign more bytes to a particular CE

the links c_onS|dered and these cases were tracgd to.t R still satisfy all constraints of the optimization. Béthe

problems in the data for VPNs traversing those links: ( mber of CEs on a PE is small, then since all the segments
tEe iEgE g\nd CE-PE dSNMbP df_:lta_;/_vas z.erl';) e;]/en WhEihe transit route match with measurement, we must have a
the PE- ata seemed to be significant; (b) there Wedgod estimate. Thus we evolve a set of guidelines to gauge

more bytgs transmitted from the PEs 1o t-he CE.S than Wr} b reliability of the estimates exploiting the observasiof
was received by the PE (measurement inconsistency); % previous sections

the total bytes received by CEs was greater than the tota
bytes transmitted, i.e., there were external sources notl) If the numper of CEs of a_Hub/S_poke .VPN homed on the
same PE is low, the traffic matrix estimates are reliable.

accounted for in the SNMP data. 2) Gi istent t data. PE-PE t
« Significant over-estimation occurs when the traffic vol- ) ven consistent measurement daia, Tt aggregate
traffic can be estimated with reasonable accuracy for

ume on the link being considered is “small”. By “small” T
we mean it is comparable to errors in SNMP data. E.g., provisioning purposes.
in cases where the difference in the number of bytes input!n the current dataset, we have found the number of CEs

to a PE and the number of bytes leaving it is 10MB an@fl @ given VPN per PE to be low and that a significant
the PE-PE traffic volume was also about 10MB. percentage of VPNs are of a hub/spoke nature. Hence we are in

o . ; . a position to study the structural characteristics and teaip
The validation considered here is not complete since We racteristics of these VPNS
do not have actual per-VPN traffic data. Due to the scale 0 '
the exercise it is unlikely that such data will be availabie i
the near future. In addition, owing to the mission criticatia VIl. SPATIAL STRUCTURE FORCLASSIFICATION
private nature of VPN traffic, there are a lot of administti Based on the way VPN endpoints communicate with each
hurdles to obtaining access to such traffic. Thus, we needaiher (using the derived traffic matrices), three broad cat-
examine traffic matrix estimates in the current framewor#t aregories for the VPN structure can be deduced: (a) Pure
evolve guidelines to gauge the reliability of the estimates Hub/Spoke, (b) Multi-Hub/Spoke, and (c) Hybrid VPNs. As
the name suggests, a pure Hub/Spoke VPN features “spoke”
nodes that communicate with just one node called the “hub”.
With Multi-hub/Spoke VPNS, there are two or more hubs with
Estimation techniques such as those described in this papich all the CEs communicate. VPNs that cannot be grouped
deal with aggregate byte counts and some additional side imto either of these categories are termed Hybrid VPNs.
formation to arrive at the components that led to that aggeeg  To identify the structure of a VPN, we obtain the set of peers
byte count. Even if the SNMP counts match the estimatesfdr each CE by examining the estimated traffic toward all othe
is not necessary that the individual VPN matrices be carre@Es in the VPN. Note that the estimation procedure provides
But we employed multiple strategies to gain confidence in onpn-zero estimates so long as the input and output bytes of a
technique, viz., validation with synthetically generatdata given CE pair are non-zero. Hence even though a pair of CEs
and indirect measures involving CE-PE and PE-PE SNM®» not communicate with each other in reality, the estimate
data. might attribute a non-zero value to the pair. Fortunatdig, t
Observe that so long as most of the VPNs being analyz&stt that hub traffic is far greater than that of spokes causes
exchange the bulk of their traffic on PE-PE links, the esté@mnatthese spurious estimates to be small in the case of Hub/Spoke
are reliable if per-customer clustering of CEs is low. Thi¥PNs. Hence we build an approximate set of peers for a
is because, the traffic passes three segments: (a) the CE- after pruning lower values which are more likely to be
PE link, (b) the PE-PE link and (c) the PE-CE link on thestimation errors.

C. Reliability of Traffic Matrix Estimates
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Fig. 19. Structural classification of big VPNs
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Thus, given traffic matrix estimates for a VPN, we employ 15 5 6 6 7 5 610111213141516171619202122
the following procedure to identify its structure. We obt#ie Endpoint 1D
set of peer CEs for every CE after eliminating zero values and (b)

pruning the bottom 25% in terms of estimated traffic vqum'é‘g'hZL Hb“b/Spo"e'"ke behavior can be seen with some entipii VPNs
. such as above
and classify a CE as follows:

1) If a CE communicates with more than 50% of thetructure. Fig. 21(a) features traffic flowing from a “spoke”
endpoints in the VPN, it is judged to be a hub node. to endpoint 4, which we characterize as a hub. The hub node
2) If a CE has 1 or 2 peers, it is classified as a spoke. on the other hand communicates with most other endpoints as
3) If a CEisin neither of the above categories it is classifieshown by Fig. 21(b). The plots have been generated using traf
as hybrid. fic matrix estimates over many days. Hence there are notched
We then classify the overall VPN as follows: boxes that denote the range of values for traffic observed
1) If a VPN has a hybrid CE, it is a hybrid VPN toward a given endpoint. The notched box usually features

2) If a VPN has exactly one hub and all other CEs allgree horizontal lines indicating the 25, 50 and 75 pertenti
spokes, it is a pure hub/spoke VPN values. Fig. 22 shows the traffic from three endpoints in a

3) If it has more than one hub but the number of hubs PN of size 4 il!ustrating a mesh'type of co'mmunicati_on
less than 50% of the size of the VPN, we judge the vpRMong the endpoints. Each plot depicts the traffic from argive
to be of the Multi Hub/Spoke nature endpoint to other members of the VPN. Often VPNs cannot

4) If more than 50% of the nodes in the VPN are “hubs’be categorized in either of these categories. VPN C featured
we say the VPN is of the meshed kind in Fig. 23 shows a given endpoint communicating with many

other endpoints with orders of magnitude difference in the
Fig. 18 shows the result of this analysis of around 600 Vpl\t'r%ffic vquF:nes g

in the dataset. The classification indicates that a sigmifica o, 1 structural characteristics are very important to effi-

Phum\[/)lglr\l()fr: he \/2PN53ahrebof ft he H&Jblipoke naéulre. nge?uen%Yently provision network resources. Instead of a mestvéf
e S have 2 or 5 hubs for redundancy and load balanCiy@sayations for av node VPN, we could tailor allocations

T, . depending on the structure of the VPN resulting in a simpli-
The classification indicates that with larger VPNs ( UPP&ation in provisioning [6].

33%e-ile by number of CEs- Fig. 19), the structure becomes
very complex and there are more of these classified as hy-
brid. Across various sizes of VPNs, there is a significant
fraction that is of the hub/spoke nature (either Pure or Mult For a new VPN there is not much information regarding
Hub/Spoke). This has implications for provisioning andfita traffic characteristics and hence provisioning has to becpp
engineering as we shall note §VIlI-A. Small VPNs (lower imate and conservative. In order to ensure SLASs, the provide
33%-ile - Fig. 20) tend to exhibit simple structures. Afieeds to learn customer demands and how they change over
examples, we look at the communication structure of a fetime. In the case of new VPN customers, the initial conserva-
small VPNs. VPN A shown in Fig. 21(a) exhibits a hub/spokgve resource allocation can be fine-tuned over time by laegrn

VIII. TEMPORAL STRUCTURE AND PROVISIONING
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Fig. 22. Small VPNs have simple structure. The one depictedteabhas 3 Fig. 23. A larger VPN exhibiting complex interactions betweerious

endpoints. There are orders of magnitude difference in theuatnaf traffic
toward different CEs

of the 4 nodes in the VPN forming a mesh

customer characteristics so that the provisioning begéeats . trikinalv similar. Thi that the trends ch
actual demands. Faster changes in traffic characteristioly i IS Strr]' Lni%ty ITiImlna':r. ; \;IS imr?i?]ns ﬁ me rﬁ nvs cnang;]w?l,o ¢
that provisioning needs to be more responsive. Links mg at intefligent provisioning schemes have enough time

need to be resized to accommodate existing customers. %r;tglﬁii:aﬁtlﬁecgizw;?snzt\llcesr 2236?3 icocriLdsmgil\yés US some
the other hand, slower changes in traffic would allow the g y 9

provider to exploit multiplexing gains and increase the bam more insight. Fig. 26(a) and Fig. 26(b) depict trends foffita

of customers served. Thus we are interested in studying i%m a given endpoint in two VPN of different sizes toward

changes in traffic matrices over time to judge whether complari ;fasglgfot\?:r grr:]depic:ntt;'th\/\g?;e érzmsn']g C:SEJ doef t{;}ee \S/::(lj‘] q
dynamic provisioning strategies can yield appreciablegai P 9 '

Fig. 24 demonstrates the traffic matrix for an endpoint in %Iot shows magnlt_ude varlat_lons over weeks with the I_ater
weeks featuring higher traffic. In such cases where either

Hub/Spoke VPN for various times of the day. In this figure, N traffi i VPNs add dpoint
SNMP data collected between 6am and 10am are counted Yor ® U aMCc grows overime or S add new endpoints over

morning traffic, the data from 11lam and 2pm is consider%ﬁne’ leaming traffic mat.ric_:e.s_ s very.u.sef.ul. Additioryalhis.
as mid-day and the duration between 8pm-12 midnight SO means that even '.f initial provisioning 1S c_onser\a_tlv
considered as night. Each point in these graphs is the med%ﬂ‘”‘h n VPN trafflc'mlght render it insufficient if adaptive
of the number of bytes seen in those hours, computed usinESChan'SmS are not in place.
set of weekdays. The error bars (the vertical lines) indithaé .
25" and the75" percentile values. When th5*" percentile A. Impact on Provisioning
value is too low compared to the median, the error bar is The discussion in the previous paragraphs leads us to the
truncated and this is indicated by a downward arrow. Fig. allowing important observations:
indicates that the relative ratios across the endpoints doe  « Traffic Engineering: The traffic matrices provide us an
change substantially over the period of the day. estimate of the size of the customer aggregate in the core
The trends (the proportion of traffic to a given endpoint  network. This allows us to conduct traffic engineering on
relative to the others) show a similar shape although there a per-customer aggregate basis: we can re-map traffic for
are differences in magnitude indicating that time of day is a a given customer on to a new logical path and have an
distinguishing factor. With this observation, we now calesi estimate of the added load and available capacity. Without
traffic matrix changes over longer timescales. In Fig. 25 we this information, traffic engineering would have to handle
examine traffic trends across multiple weeks for a given PE-PE aggregates as a whole.
endpoint. Each curve shows the median traffic toward ane Bandwidth Allocation: Exploiting spatial characteristics
endpoint with the error bars indicating the percentilestaa. can lead to simplified provisioning and efficient resource
Barring one point, the trend for morning traffic across weeks allocation, especially in the case of endpoints which



Fig. 24. An Endpoint communicating with multiple peers; trafiroportions
to other endpoints are very similar for different times of dalghough the
magnitude varies.

Bytes toward Endpoint

Fig. 25. Traffic trend from an endpoint to others in a VPN remaimilar
across multiple days.
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width allocation, moving a service to a different infrastiure,
and other provisioning and maintenance operations.
We began with SNMP measurement information for 5
months from a large IP VPN service provider featuring
about 6000 logical links. The VPNs had customer end points
ranging from a few tens to several hundred CEs. With such
a realistic, large scale service, there are significantidyarr
4.4 Moming to obtaining detailed, per-customer measurement infaomat
> Night Consequently, there is only coarse grained aggregate SNMP
data of traffic on the internal PE-PE links of the service. &b g
structural and temporal information about individual VP Ng

Endpoint ID needed to evolve previous traffic matrix estimation apgneac

to overcome the problems posed by the scale of our problem
(the matrix for the entire problem is in the range of nearly 3
Million elements.) Based on the characteristics of VPNfiraf

we developed bounds on the traffic generated by a VPN on

Traffic Trends Across Days

le+09

Traffic from a CE to all other CEs

an individual PE-PE link, and used these in our technique to
estimate the traffic matrices.
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communicate with just one or two other peers. Addition
of new endpoints in the VPN and growth in customer
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Traffic from a CE to all other CEs
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demand over time are better handled by learning traffic
characteristics.

Customer Differentiation: Since the traffic matrices
provide an estimate of the size of the customer aggregate e
in the core network, the provider can choose to provide
preferential treatment to a selected set of customers
more efficiently. For the chosen set of customers, the ..,
provider keeps track of the aggregate demands using
traffic matrices and makes allocations appropriately. The o0
temporal characteristics of the traffic matrix indicatettha -

1e+07

100000

T T T

T

T T
Week 1 —+—

Week 17 +--3¢--4
Week 21 :--%---

the aggregate characteristics vary slowly and can be 0
learnt.

Managing network failures: The additional knowledge
of customer traffic can lead to elegant management of

i
15 20 25
Endpoint ID

30

35 40

45

Fig. 26. Long term trends for trafgc from a CE to all other CBsMPNs
of higher size

network failure and maintenance events. E.g., the aggrejithout actual per-VPN measurements, it was difficult to
gates leading to a hub node can be mapped on to a Ngigectly validate our traffic matrix estimation approache W

path which has more available capacity.

adopted a two-pronged approach. First, we used a synthetic

data set to compare the traffic matrices obtained by our tech-

IX. SUMMARY AND CONCLUSIONS

nique to the actual, a-priori known traffic matrix. The syetth

data set we used was based on the broad characterization

This paper analyzed two important properties of VPNs: (@ptained from the SNMP measurement data, to allow us to

the structure of customer endpoint (CE) interactions and (bave greater confidence in our approach. We showed that our
the temporal characteristics of CE-CE traffic. Understagdi approach works very well for Hub/Spoke VPNs. Second, we
actual customer behavior for large scale VPNs can help éxamined indirect measures by deriving aggregate CE-PE and
many ways including dealing with traffic engineering, band?E-PE traffic volumes from the estimated traffic matricesl, an
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then compared it with the measured aggregate SNMP coumo]
Our estimates for the mean and th&" percentile of the
CE-PE traffic agreed closely with the actual values. We al
showed that estimates for the aggregate PE-PE traffic ware re  link count data,”J. Amer. Statist. Asspwol. 93, no. 442, pp. 557-576,
sonably accurate. They were more accurate for links of mighe_ 1998 _ _ . .
. =~ [H12] J.Cao, D.Davis, S. Wiel, and B.Yu, “Time-varying netlkkdomography,”

capacity, and are able to reflect the temporal charactesis J. Amer. Statist. Asspwol. 95, no. 452, pp. 1063-1075, 2000.
that are actually present in the traffic. [13] M. Bertero, T. Poggio, and V. Torre, “lll-posed probleimsarly vision,”

We then analyzed spatial and temporal characteristics of Vol 76. no. 8, pp. 869-889, Aug. 1988. .

. . . l\Elé}] I. Craig and J. Brown/|nverse Problems in Astronomy: A Guide to
customer VPNs. We |C!ent|f|ed three broad categories of VPNS |version Strategies for Remotely Sensed Dafoston: Adam Hilger,
pure hub/spoke, multi-hub/spoke and hybrid VPNs. Overall, 1986. o N ' _
approximately 48% of the VPNs are of the pure hub/spoke c&t?] A. Neumaier, *Solving ill-conditioned and singular &ar systems: A

[ [ IAM R l. 4 . 3,1998.
egory. But for small VPNSs (the bottom 33% of the VPNs basq%] tutorial on regularization, eviewvol, 40, no. 3, 1998
on size), hub/spoke VPNs dominate (70%). Of the multi-hub
VPNs (18% of all VPNs), interestingly 95% are 2-hub VPNZ ]

Y. Vardi, “Network tomography: estimating source-deation traffic
intensities from link data,”J. Amer. Statist. Asspwol. 91, pp. 365—
377, 1996.

C. Tebaldi and M. West, “Bayesian inference on netwasffic using

Y. Zhang, M. Roughan, N. Duffield, and A. Greenberg, ‘tFascurate
computation of large-scale IP traffic matrices from link loads Proc.
of ACM SIGMETRICS 2002003, pp. 206-217.

L . . 17] A. Kumar, R. Rastogi, A. Silberschatz, and B. Yener, ‘@ighms for
A S'g_mf'cant portion of th? big VPNs (top 33% of VPNs) ar provisioning virtual private networks in the hose model,” Rnoc. of
Hybrid VPNSs (that are neither hub/spoke nor meshed VPNs). ACM SIGCOMM 20012001, pp. 135-146.
The percentage of pure “meshed” communication where ai§!
node talks to any other node is relatively small (at 3%).

An examination of the temporal properties of traffic matsice

showed that they are quite stable over the period of a day, akd

A. Gupta, J. M. Kleinberg, A. Kumar, R. Rastogi, and B. ¥en
“Provisioning a virtual private network: a network desigrolplem for
even across days over a period of weeks. Thus, we can use this

multicommodity flow,” in ACM Symposium on Theory of Computing
2001, pp. 389-398.

L. Zhang, J. Muppala, and S. Chanson, “Provisioninguar private
networks in the hose model with delay requirementsPioc. of ICPP
2005 2005, pp. 211-218.

measurement data to get an idea of the "stable” VPN structze] T. Erlebach and M. Ruegg, “Optimal bandwidth in hose-niodeNs
for each customer VPN, and thus, have a reasonable estimate With mult-path routing,” inProc. IEEE INFOCOM 200dvol. 4, 2004,

of the demand of each VPN customer endpoint on access and P

core links. We believe that this paper is unique in providing
an understanding of VPN characteristics from an operaljiona
large scale VPN service.
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